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[bookmark: _Toc42488098]ANNEX II + III :	 TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

Contract title: Supply and setup of pilot wild fire surveillance system and GPS tracking in Cetinje and supply of Tablet	
Publication reference: HOLISTIC-FB19-014-404/16-46






Columns 1-2 should be completed by the Contracting Authority
Columns 3-4 should be completed by the tenderer
Column 5 is reserved for the evaluation committee 
Annex III - the Contractor's technical offer
The tenderers are requested to complete the template on the next pages: 
· Column 2 is completed by the Contracting Authority shows the required specifications (not to be modified by the tenderer), 
· Column 3 is to be filled in by the tenderer and must detail what is offered (for example the words “compliant” or “yes” are not sufficient)  
· Column 4 allows the tenderer to make comments on its proposed supply and to make eventual references to the documentation
The eventual documentation supplied should clearly indicate (highlight, mark) the models offered and the options included, if any, so that the evaluators can see the exact configuration. Offers that do not permit to identify precisely the models and the specifications may be rejected by the evaluation committee.
The offer must be clear enough to allow the evaluators to make an easy comparison between the requested specifications and the offered specifications.
IMPORTANT INFORMATION
DESCRIPTION OF THE EQUIPMENT AND REQUESTED AUXILLIARY SERVICES
Old Royal Capital Cetinje is a partner in the strategic project Adriatic Holistic Forest Fire Protection project (HOLISTIC), financed through IPA Adriatic CBC programme. Subject of this procurement contract is procurement of the HOLISTIC pilot wildfire surveillance system and GPS tracking for Cetinje, to be tested and operated along the period of 5 years as one of the key outcomes within the HOLISTIC project. Additionally Tablets with purpose to be used by beneficiary will be supply as well. 
Holistic pilot wildfire surveillance system for Cetinje is composed of several technical components to be installed at three pre-determined locations for video surveillance spots covering large surface of Cetinje and Central data processing and monitoring centre to be placed in the offices of Service for protection – Novi vatrogasni dom. 
This contract foresees procurement of overall needed IT equipment for monitoring and surveillance and related services and encompasses procurement, delivery and installation at selected locations, as well as related services of attuning and testing the system and provision of training for the personnel that will be in charge for further management and use of the system. Once installed and accepted by the Contracting Authority, system shall function for at least five years (60 months). In that respect, the Tenderer shall keep in mind to provide all necessary backup support and services for functional use of the system after testing and the Provisional Acceptance, over the 60 months within the required parameters and functionality of the system and its components. Respectively, financial offer for services (i.e. explained under point 9) shall be clearly expressed in unit value (month) and eventual extension over 12 months shall be subject of budget availability and sources of funding. Possession of these certificates is necessary: ISO 9001, ISO 27001, ISO 14001, OHSAS 18001.  Contractor must have 24/7 hours monitoring centre in its possession in order to respond to every call and immediately organize a technical team to fix the malfunction if happen. Contractor must have GPS centre in its possession.
Additional requirements for system guarantees and servicing follow up is provided in technical specifications ad point 14.
Procurement subject are funds and equipment provided in work package 6 (WP6) of HOLISTIC project, and they include:
-	HOLISTIC wildfire surveillance system for Prijestonica Cetinje:
· camera system
· server computer
· operator workstation and mobile workstation
· control and early detection software
· wireless networking sites 
· system operator training
- Tracking and positioning system for firefighting vehicles 
- Fire area mapping system
More detailed instructions on system functioning and parameters of each location are given in Technical report prepared by experts (Annex 1 to TS), including data related to coverage, rationale for selection and existing infrastructure at each location. 
Please note that tenderer is obliged to provide copy of documentary proof for use of the basic infrastructure (mast/ solid object or else with other requirements explained under point below) for specific three observation spots/locations for period of 60 months, either in form of the contract or statement issued by the infrastructure owner or entitled user. These proofs shall be submitted along with the Technical specifications as supporting documents! 


	1.
Item Number
	2.
Specifications Required
	3.
Specifications Offered
	4. 
Notes, remarks, 
ref to documentation
	5.
Evaluation Committee’s notes 

	A: HOLISTIC wildfire surveillance system for Old Royal Capital (Prijestonica) Cetinje

	
	
	
	
	

	1.
	Camera system (4 pcs of camera)
· Full HD 1920x1080px PTZ IP dome video cameras steerable in azimuth (360o), elevation (180o) and zoom (min. 24x)
· Remote control ability, using the software described in paragraph 4. 
· automatic switching from day to night mode 
· Resistant to weather conditions, IP66 protection level
· Standard format H.264, MJPEG
· Note that the camera resolution should be able to notice the smoke pillar, 10 meters high, on the distance of 10 kilometers.
Warranty: 1 year
	 
	
	

	2.
	Server
Server computer must meet the following minimum technical specifications:
· Processor power and RAM for simultaneous signal processing from 4 Full HD cameras
· Memory storage space with capacity to store all the input images for the time period of 168 hours  
· Memory storage space with capacity to store all alarms for one fire season
· Input internet connection with ensured bandwidth for simultaneous real-time image processing for 4 Full HD cameras – min. 8 Mbps
· Output internet connection with ensured bandwidth from all the cameras to the operator surveillance station – min. 8 Mbps.  
Warranty: 3 years

	 
	
	

	3
	Operator surveillance station – client

Operators work station in operation center consists of:
· Computer with internet connection
· Graphic card that supports two high resolution monitors
· Two high resolution monitors with recommended diagonal of 22’’ or more
Mobile surveillance work station (laptop computer with technical specifications sufficient for operating the wildfire surveillance system from fieldwork location) with minimum technical characteristics of:   
· screen resolution: Full HD (1920 x 1080 px)
· ability to connect external extra monitor 
· internet access
Warranty: 3 years
	
	
	

	4
	Software system
Software support for the wildfire video surveillance system must enable 2 basic work modes:
· Automatic operation mode detection of visible signs of smoke and fire 24 hours a day (day and night) operation mode
· Surveillance operation mode with ability of manual camera control
· Automatic operation mode characteristics are:
· Real time automatic detection of visible signs of smoke and fire from the minimal distance of 5km
· Focusing operators attention on visible signs of smoke and fire by audio-visual stimulation
· Ability to adapt the parameters (sensitivity) of automatic detection to atmospheric and other conditions 
· Display of camera field of view and orientation on georeferenced map
· Recording of all input images and alarms (detected visible signs of smoke and fire)
· Manual operation mode characteristics are:
· Camera image display with ability to manual control the cameras azimuth, elevation and zoom. 
· Fast installation of cameras on predefined locations 
· Display of camera field of view and orientation on georeferenced map
· Recording of all input images in archives 
· Programs additional feature must include:
· Overview of archives of all input images, with possibility of date and time selection, for minimum period of time of 168 hours 
· Overview of archives of all alarms for the current fire season 
· Passive view of input and/or processed image without the ability of camera control 
· Administrator operation with ability to customize all the system parameters

The program must ensure the user authorization in level of operation rights that each user possesses. Every system user must have a personal username and password to access the system. Every user activity on the system is recorded in daily activity log and is reviewable at any time. Every user is assigned a specific level of rights which can be:
· Administrator
· Automatic operation mode, manual camera control mode and passive view mode
· Switch from one operation mode to another, independent for each camera 
· Overview of archive of input images and alarms
· Calibration of all system parameters
· Monitoring and verification of functionality for each part of the system
· Functionality check for automatic operation mode with statistic analysis of alarm count
· Overview of daily activities for each system user 
· Operator
· Automatic operation mode, manual camera control mode and passive view mode
· Switch from one operation mode to another, independent for each camera 
· Overview of archive of input images and alarms
· Guest
· Passive view of input or processed image
Authorized users must be able to access software support system from any location connected to the internet.
NOTE:  supplier is obliged to ensure provision of configuration files for remote access to the system for external users. List of users will be provided to the contractor during the implementation of the task. 
Warranty: 1 year
	
	
	

	5
	Location wireless networking 
All the locations must be interconnected with wireless antennas and with data transfer rate that at all time insures operation center to view and process the image from the cameras in real-time. PoE switch should be installed on the locations.

	
	
	

	B: Tracking and positioning system for firefighting vehicles

	6.
	System should be comprised of GPS tracking device for tracking with the characteristics:
· GSM network: 850/900/1800/1900 MHz
· GPRS class: 10 or higher 
· GPS receiver: GPS/Glonass receiver
· GPS minimal sensitivity: -160 dBm
· Minimal 20 search channels
· Minimum 3 digital inputs, 1 analog input, USB port
· SMS (text/data)
· Power source 10~30VDC

NOTE:  supplier is obliged to ensure provision of configuration files for remote access to the system for external users. List of users will be provided to the contractor during the implementation of the task. It is needed 7 GPS devices for vehicles for the Service for protection in Cetinje, which can be supported by AdriaFireGPS system. 

Warranty: 1 year
	
	
	

	C: Fire area mapping system

	7
	Tablet computer
Tablet computer with minimum display of 9’’, resolution of 1280x800, built in storage capacity up to 32Gb, extendible with memory card is required for fire area mapping. 3G connectivity, WiFi, Bluetooth, GPS sensor with minimum of 64 channels. IP65 protection. Operating system: Windows 8.1 or more recent. 
Client software for operating the wildfire surveillance system should be installed on the tablet computer.
	
	
	

	8.1
	Provision of monitoring location spot at location Obod Crnojevića on monthly basis
QTY: 60 months
Geo coordinates: 42⁰21'7.62''N 19⁰0'6.11''E
More information on location available in Technical report (Annex 1)

· Providing placement of equipment at existing mast(s) or other stable elevated structures adequate for mounting of the surveillance equipment ensuring visible area as per requested parameters
· Communication links for data transfer between the surveillance spot and the surveillance centre
· Uninterruptible power supply for equipment functioning
· Lightning and overvoltage protection
	
	
	

	8.2
	Provision of monitoring location spot at location Vrtijeljka on monthly basis
QTY: 60 months 

Geo coordinates: 42⁰23'56.23''N 18⁰49'6.35''E
More information on location available in Technical report (Annex 1)

· Providing placement of equipment at existing mast(s) or other stable elevated structures adequate for mounting of the surveillance equipment ensuring visible area as per requested parameters
· Communication links for data transfer between the surveillance spot and the surveillance centre
· Uninterruptible power supply for equipment functioning
· Lightning and overvoltage protection
	
	
	

	8.3
	Provision of monitoring location spot at location Štirovnik on monthly basis
QTY: 60 months 
Geo coordinates: 42⁰22'8.28"N 18⁰56'40.53"E 
More information on location available in Technical report (Annex 1)

· Providing placement of equipment at existing mast(s) or other stable elevated structures adequate for mounting of the surveillance equipment ensuring visible area as per requested parameters
· Communication links for data transfer between the surveillance spot and the surveillance centre
· Uninterruptible power supply for equipment functioning
· Lightning and overvoltage protection
	
	
	

	9.
	Provision of adequate connectivity on monthly basis  (QTY: 60 months)
Server  
· Communications link of flat type with minimum speed of 12 Mb/s upload, 12 Mb/s download while ensuring IP address for server inside VPN system. 

Monitoring locations
· Communications link of flat type with minimum speed of 4 Mb/s upload, 200 kb/s download while ensuring IP address for each camera and cameras on/off device inside VPN system.
	
	
	

	10.
	Installation of the equipment on 3 locations defined under point 8.
· Mounting of cameras and support equipment on chosen masts/objects for each surveillance spot
· Ensure power supply for functional work of the surveillance equipment and communications according to specifications. In case of power shortage, equipment shall run for at least 30 minutes after.
· Establish two way communication with the server centre and configure the network in accordance with specification under point 10.
· Ensure full functionality of the surveillance spots
NOTE: If besides the listed equipment additional equipment is needed to ensure functionality and security of the system in accordance to the highest standards, the supplier is obliged to specify it and include it in its offer.
	
	
	

	11.
	Installation and integration of equipment specified in this specifications requirements in  New Fire station House (Novi vatrogasni dom) and its integration with existing IT equipment and infrastructure in New Fire station House.
NOTE: If besides the listed equipment additional equipment is need to ensure functionality and security of the system in accordance to the highest standards, the supplier is obliged to specify it and include it in its offer.
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	12.
	Integration, initiation, testing and optimization of the overall monitoring and surveillance system 
Tenderer shall propose procedure for testing of the overall system and implement it in coordination with the Contracting Authority and responsible personnel.
	
	
	

	13.
	Training for use of the surveillance system
Upon completed final attuning and system test, an in-house training for 6 staff in charge for further management and operation of the system shall be held in offices of the New Fire station House. Trained personnel shall be provided with manuals and guidelines for system use printed in Montenegrin language.
	
	
	

	14.
	After sales services:
Regular maintenance and ad-hoc maintenance of the overall system with maximum 24 hours response time for all components of the system based on annual service costs. 
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